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ABSTRACT

This project focuses on the development of Security System for High Risk Area
(SSHRA) using RFID, Infrared and GSM network. This security system can monitor,
detect and notify the user using SMS when the alarmed is triggered. The existing
security system in the market does not provide the breached location in their SMS
notification system. The SSHRA consist of three main components; /R sensor, RFID
circuit, and GSM modem. The IR sensors, placed at any entrance point are used to
detect motion which then triggers the RFID transmitter circuit use to transmit the
breached location to RFID receiver. The RFID receiver, upon receiving the signal,
will send SMS using GSM modem giving detail of location and time. The receiver

will also switch on the camera and lighting placed at the breached location.
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CHAPTER 1
INTRODUCTION

1.1 Background of Study

The SSHRA is basically a design of security system for high risk building
such as trading storage, hospital’s drugs store, chemical plant, house and other
restricted area. SSHRA can monitor, detect intruder and send notification to
building’s owner. The system is designed with three sequence of action performed
when the security system is activated. The actions performed are notification to
owner via SMS (using the GSM modem), activating the lighting system and live
capturing using the security camera. The overall block diagram of SSHRA is shown
in Figure 1.1.
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Figure 1.1: Diagram of SSHRA




Here, the infrared sensors, located at several entrance points such as doors
and windows will be activated once it detect motion. The activation of the IR sensor
as shown in Figure 1.2 will trigger the RFID transmitter circuit to transmit the
location of the detected motion and switch on the light. Upon receiving the signal,
RFID receiver will then sent signal of the triggered location to the PC and send this
information via SMS to the owner. The received signal will also be used to switch

on the camera as shown in Figure 1.2.
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Figure 1.2: The SSHRA system architecture

The additional feature of the system is the RFID technology in differentiating
the location of the alarm triggered. Unlike other security system, they usually come
with one set of sensor only and for each sensor unit, the data sent to the GSM
modem is the same (i.e. does not have unique ID). The RFID application is
dependent to the IR motion sensor. The carrier frequency of the RFID system is
approximately 344.92MHz. The transmitter (tag) and receiver (reader) can operate
effectively 75m in buildings and 250m open ground. The intelligent of the system is
basically embedded in the PIC16F84 microcontroller.
















